Chapter 4.  HEALTH AND SAFETY

Let’s go back to the definition of engineering from the Introduction.

     Engineering is the application of the laws of nature and the goods of the world

     co the development of products and systems for the betterment of the human

     condition.

Clearly if engineering products are to improve the human condition they must be healthy and safe for human beings.  But sometimes things go wrong, sometimes catastrophically wrong, with loss of human life, sometimes irritatingly wrong, with loss of a television signal during the big game.  Here are just a few of the big failures.

In 1940 the Tacoma Narrows Bridge fell into Puget Sound, just four months after it opened, because design engineers had failed to account properly for the effect of the wind load on flat plates on the side of the bridge.

In 1986 the Space Shuttle Challenger exploded shortly after takeoff, due to the failure of a pressure seal operating at unusually low temperatures, and because of a decision to waive engineering concerns.

In 1989 a section of the San Francisco Bay Bridge failed during the Loma Prieta Earthquake.

In the 1970’s the Ford Motor Company designed a car called the Pinto with a poorly placed gas tank.  Ford officials knew about the problem, and did not correct it.  The result was the loss of many lives and scores of millions of dollars.

On October 30, 1996 Odwalla learned that it’s apple juice had become contaminated in the production process, with the cost of one life and many illnesses.  It immediately closed down the operation, and sought and found a solution to the problem.  The company recovered quickly from the incident.

In 1982 a company called the Atomic Energy Commission Limited (AECL) released a fully computer-controlled radiation therapy machine called the Therac-25.  Six accidents involving massive overdoses of radiation to patients occurred between 1985 and 1987.  The primary problem was a set of software problems, exacerbated by failure of AECL management to respond quickly and effectively to early signs of problems.

Accidents happen, people are injured or get sick, and sometimes die.  One of our most important tasks as engineers is to make sure that this happens as little as possible.  So, let’s see why things go wrong.

4.1 Why Engineering Failures?

Things go wrong in engineering for a number of reasons.  Here are five.

· Material failure

· Poor design

· Environmental effects

· Human error

· A combination of the above

The materials that we use in our products can fail.  This may because the designer chooses the wrong material, and then the failure may occur early on in the life of the product.  Or perhaps it fails because the material has aged, has rusted perhaps over the years, or if the material is plastic it may have deteriorated in the sun.  Such failures may be unavoidable, or may be the fault more of the user than the designer.  There is a common failure model that applies to most products called the “bathtub model”, shown in Figure 4.1.
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Figure 4.1  Bathtub Model of Failure Rate

This model suggests that products tend to have a relatively high failure rate at the beginning of the life cycle, due to faulty parts, materials, or fabrication mistakes.  If the product survives a period of “infant mortality”, it settles into a normal life with a low failure rate.  Then, near the end, the joints begin to ache, rust starts to erode the parts, and one day the product nears its end of life. 

Another cause of engineering failures is poor design.  Go back and look at the list of major failures given above.  Which of these do you think are largely attributable to poor design?  Well, certainly the Tacoma Narrows Bridge, with its sail-like skirts that blew in the wind.  And the Ford Pinto with its poorly positioned gas tank.  And the pressure seals on the Challenger, that were not designed for the low temperatures encountered.

The environment in which our products function may cause or contribute to failure.  Here are some of the effects that can hurt us.

· Earthquakes

· Fire

· Wind

· Rain/floods

· Humidity

Of course it may not be possible for the design engineer to anticipate the severity of the environmental effect.  We’ll talk about this problem later.

Human error is a very common contributor to, or cause of, engineering failures.  It can come about in a number of ways.  An operator may push the wrong button, or misread a safety warning, or fail to maintain a piece of equipment, or make any one of a thousand other mistakes.  A challenge for the engineer is to design a product so as to protect us from our own foolish mistakes.  We’ll see later some ways to do this.  The other side of human error is in our own human weaknesses, including:  inappropriate cost-cutting to save money, ignoring sound principles, ignoring regulations, believing that we understand complex situations or problems (the Greeks called it hubris), cheating, lying or misrepresenting a situation.  Here the connection with ethics becomes clear.

And last, but certainly not least, is a combination of these four effects.  Most major failures involve a number of factors.  The Challenger disaster was not just a matter of pressure seals.  It was also a failure on the part of the knowledgeable engineers to get across their concerns to superiors.  It was the pride of those superiors in the mission, a concern about future funding, a “sense” that everything would be all right.  The cause of the collapse of the San Francisco Bay Bridge was not just a severe earthquake, but also an inadequate design for earthquake environments.  In this case it is difficult to blame the original design engineers since so little was known of earthquake design in the 1930’s.  But, today’s bridge designer has to learn from the mistakes of the past.  The problem with the Ford Pinto was not just a design error on the part of an engineer, but a decision made by company officials to ignore the problem because of the tremendous cost of correcting it.

We will not eliminate all engineering failures, but there are some things we can do to limit such events.  Let’s look at them next.

4.2 Engineering for a Healthier and Safer World

Here are three specific actions that we take to try to make things better.

· Better engineering

· Government regulation

· Poka yoke

The first approach is simple – learn to be a better engineer.  Learn to pick the right materials, know the customer, understand the environment, design wisely, anticipate use follow engineering codes and codes of ethics.  There is nothing like doing it right the first time.  There isn’t room in this manual to get into engineering design.  That is the purpose of your engineering curriculum, but we will raise some cases at the end of this section that do involve some practical problems for you to consider.

Most governments have an inherent interest in public health and safety.  This has led inevitably to rules, regulations and codes that operate from the level of tiny municipalities to the entire nation, and today many of our standards are necessarily global.  Engineers must follow codes and standards or face legal action.  This is one of the reasons why some engineers, who are directly involved with public health and safety, must be licensed if they are to practice.

Well, I promised you that we would get to poka-yoke (pronuounced POH-kah YOH-kay).  It’s a Japanese term that means mistake-proofing.  The idea is to design a product in such a way that you either avoid making mistakes, or at least cause them to be obvious so that they can be corrected.  This is hardly a new idea.  You will find examples all around you.  Remember that little hole that is at the top of most wash basins.  It is there to drain off the water if you forget and leave the water running.  Try to put a 3 ½ inch floppy in its slot upside down or backward.  Sorry.  Some engineer designed it so that you can only put it in the right way.  Didn’t get your car door all the way shut?  Most cars today will flash or sound a warning.  Oh, and before you try to start the engine, make sure that you are in “park”, or the engine will not start.  Have you tried to turn on both the toaster and the microwave at the same time?  You probably will have to go out into the backyard to reset your breaker that was designed to keep you from drawing too much current and burning down the house.  Speaking of the microwave, it turns off when you open the door so that you will not get too much radiation.  These are some pretty simple examples.  Engineers today try to find ways to build safety into more complicated devices to protect sophisticated products.  

4.3 Unanticipated Consequences

When we develop new kinds of products, new systems, we should understand that they may change the way we live, sometimes for the better, sometimes for the worse.  There may be unanticipated consequences.   When we develop any new product, a new model car, a television, a computer control system, perhaps a robotic device, things may go wrong that we had not anticipated.  A product may fail in a way that threatens our health, perhaps our lives.  On a broader scale major new systems may change the way we live as a people.  When the automobile was first developed no one could anticipate the extraordinary growth of this new form of transportation, nor its impact on the way that cities developed, nor the air pollution that it would develop, and certainly the way it would change geopolitics because of the need for oil to fuel our cars.  The personal computer was developed almost as a toy by exuberant young engineers who just liked to tinker with the things.  Nobody foresaw the pervasive influence that it would have on our lives.  The internet was developed as a tool for communication among scientists, not as a way to interconnect the whole world.  

Today we ask what will happen if we begin to clone human beings.  What if we develop computers that approach the capacities of the human brain?  What will be the products of the emerging field of nanotechnology?  What effect will new surveillance systems have on our private lives?   Let’s ask two questions about unanticipated consequences.  First, why do we have them, and second, what obligations does the development engineer have in the light of this uncertainty?

Dietrich Dorner has recently analyzed systems in a way that can help us see why they can be so difficult to understand, and hence why consequences are unanticipated.  Dorner has identified four features of systems that make a full understanding of any real system impossible.

· complexity 

· dynamics 

· intransparence 

· ignorance and mistaken hypotheses

Complexity reflects the many different components which a real system has and the interconnections or interrelations among these components. Our system models necessarily neglect many of these components or features, and even more so their interrelations, but there is always a danger in doing so, because it is from such interrelations that the unanticipated may arise. Our economic system is an example of a highly complex system. Not only are there many players, but the players are also interrelated in many ways which are difficult to identify and define. If Player A sets this price, how will Player B respond, and what will Player C think and do when she observes the actions of A and B? 

Many devices and systems exhibit dynamics, that is, the property of changing their state spontaneously, independent of control by a central agent in charge of the system. One of the most fascinating examples of our time is the Internet, an extraordinarily dynamic system, with no one in charge. There is no way to model the Internet system in a way which will predict its future and the future of the people and things which will be impacted by the Internet. Many of our complex technological systems have this property. Examples might include: a new freeway system, nuclear power, high definition television, genetic engineering. For example, a freeway system is dynamic because a large number of players initiate actions beyond any central control. Driver A slows down to observe an accident, Driver B responds in an unpredictable way, depending on his skills, state of mind, sobriety perhaps, and other factors. The system, though structured to some degree, is in many ways on its own. 

Intransparence means that some of the elements of a system cannot be seen, but can nevertheless affect the operation of the system. More complex systems can have many contributors to intransparence. In the Internet, for example, the list would include almost all of the users at a particular time, equipment failures at user sites, local phenomena, such as weather, which affect use of the Internet at other locations. We need to understand that what you can't see might hurt you. 

Finally, ignorance and mistaken hypotheses are always a possibility. Perhaps our model is simply wrong, faulty, misleading. This last problem is particularly interesting and important, because it is the one we can do something about. We can take steps to reduce our ignorance, to increase our understanding, as we shall discuss in Section 6. And in Section 7 we argue that we are obliged to do so. 

Given that unanticipated consequences are a fact of life, what obligation do engineers have in this regard?  Perhaps the first is to try to resolve as much uncertainty about the product or system as is possible, so as to give as clear a picture as we can about what may evolve.  We cannot expect to have a full picture, because of the four issues discussed above, but we can with effort develop a clearer picture.  The second thing that we can do is to anticipate what happens if something goes wrong.  If a product fails, can the effects of failure be limited, can the product be repaired easily, can it be replaced without undue cost or effort?

There is one thing we must say about unanticipated consequences before we leave the subject.  They are not limited to engineering products.  They are common to all of our lives.  There will usually be unanticipated consequences if medicine develops a new drug, or if congress passes a law controlling pollution, or if the Federal Reserve reduces the prime interest rate, or if a university changes its approach to teaching, or if a religion changes its rules about worship.  There is uncertainty involved in all of what we do.   In engineering we need to think about how we are to design in light of uncertainty.

4.4 In Defense of Failure

Failure generally gets a bad name in all areas of life.  We don’t like to fail.  We like things to go as we have planned them.  At the same time we know that failure happens.  The best way to avoid failure is to take no risks, to try nothing new.  The downside is that if you try nothing new, then nothing new gets accomplished.  Failure is a fact of life for those who accept risk.  The trick is not to avoid failure, but to learn from it when it happens.  Few people in the history of technology failed in more projects then Thomas Edison.  But every time he failed he learned something.  Spence Silver was a failure.  He tried to develop a new strong glue, but it turned out to be very weak in its adhesive qualities.  Today his glue is used millions of times each day – on Post-It notes.  In the world of politics, few ever failed (lost elections) more than Abraham Lincoln.

It isn’t a sin to fail.  But it is a sin not to try, or to fail to learn from your failures when you do try.

4.5 It’s a Risky World

Because our ventures have unanticipated consequences life is full of risks.  When we say that a product or a system is “safe”, we do not mean that it cannot fail, or that we cannot get hurt or be killed.  Rather we mean that the degree of risk is “acceptable”.  The product is “safe enough”.  And that of course leads us to some of the most fascinating questions that we ever face.  How safe is safe enough?  Who decides?  How much are we willing to pay for a given level of safety?  

There is a temptation to assert that we would pay any price for safety, but that is not the case.  We do not have “any price”.  We have limited resources.  Some of those resources can go toward safety, but not all of them.  And in fact, we do not make safety our only criterion.  Sometimes we buy something other than the safest car available, perhaps because our choice is less expensive, or a bit flashier, or fills some special need.  In the end we have finite resources to spend on our choices in life, and the level of safety is just one of these choices.  

As an engineer you may be forced to directly address the question of safety and its cost.  (See the Ford Pinto case below.)  Economic factors will be a major part of the decision, but not the only factors.  We haven’t talked formally about ethics yet, but you can easily anticipate that ethics matters when we talk about safety.  Is a manufacturer obliged to inform a customer about safety concerns of a product?  Is it right to ship a product whose safety has not been fully determined?  What if it could never be exactly determined – due to those pesky unanticipated consequences?  It is moral to put a price on the value of a human life?  How high a price?  We’ll address some of these questions in the cases below and in those in the section on ethics.

CASES

Case 4.1:  The destruction of the Space Shuttle Challenger is documented in detail on the Internet and in numerous books.  In Section 4.1 above we discussed what can go wrong in engineering projects.  Which of the five given causes of failure contributed to the Challenger disaster.

Case 4.2:  Consider the bathtub curve in Figure 4.1.  What are some of the factors associated with infant mortality and with end of life wear-out for human beings?  How about for a suspension bridge?

Case 4.3:  A new disease has arisen that has a destructive effect on the human eye.  Many people are losing their sight each week.  An engineer has developed a device that seems to be able to reverse the damage.  There is some question about whether the device could have serious side effects.  The engineer wants to be perfectly sure that the device is safe before it is released.  Who are the stakeholders in this matter?  That is, what people have an interest in whether the device is used?  Engineers have a well-known penchant holding onto a product, their “baby”, until it is perfect.  How can the stakeholders together decide when the device is “safe enough”?

Case 4.4:  Here is a poka-yoke opportunity that actually happened.  A large device is being built on a production line.  At one point a spring must be installed behind each of two switches, in a place where the spring is hidden.  The procedure is for the worker to pick one spring out of a box of springs and install it.  The worker then picks out a second spring and installs it behind the second switch.  Occasionally the worker forgets the second spring, and the product is shipped with one missing spring.  The company must then send out an engineer to correct the problem, a very expensive process.  Come up with a very inexpensive poka-yoke that will prevent this problem from arising.

Case 4.5:  The ARPANET was developed decades ago to connect a fairly small group of scientists across the country.  But it has evolved over the years in a most unanticipated way into the worldwide Internet.  What do you think it was about the original system that hid from its developers the extraordinary potential it had?

Case 4.6:  Let us assume that you have a net worth of $10,000,000.  This is all you get, no borrowing, no rich parents, this is it.  What do you think your life is worth to you personally?  Put down a dollar figure.  Now lets assume that you live in a risky environment in which your life is under threat.  However, you can purchase a safety system with various levels of risk.  The lower the risk of death, the higher the cost of the safety system.  The one-time cost of the system is given in the table below versus the probability of death each year.

                 Cost of Safety System                           Probability of Death Per Year 

                         $10,000,000                                                    0.00001%

                             5,000,000                                                    0.1

                             1,000,000                                                    2.0

                                100,000                                                  10.0

How much would you be willing to pay for the safety system?  Why?  Is the cost you chose the same or nearly the same as the amount you said you thought your life was worth?  If so why do you think this is the case?  If they are different, why the difference?

